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(54) JOB PROCESSING CONTROL APPARATUS AND METHOD THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To encipher an 
instruction and a treating document delivered for 
process adequately in a system, in which the process 
for the document is carried out while the document is 
delivered between the servers dispersed on a 
network. 

SOLUTION: Suppose that a server C26, which offers 
E-mail transmitting service, may perform 
unauthorized use of the content of a transmitting E- 
mail. When a job of transmitting thel:-mail of a 
document 11 OF scanned by a multifunction machine 
A10 by using the server C26 is entered, a 
cooperation process server 20 enciphers the 
instruction which indicates a process content of the 
E-mail transmission with a public key of the server C26, while the scanned document is 
enciphered with a public key of the addressee of the E-mail and delivered to the server 
C26. The server C26 decodes the instruction, and according to the instruction, the E-mail 
attached with the enciphered scanned document is transmitted to the addressee. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** s hows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 
[Claim 1] 

It is job processing control equipment which performs service which cooperates job processing and 
is realized using the job-processing equipment on a network, 

An encryption means to encipher the instructions data with which the contents of processing of the 

job which the job-processing equipment set as the object of job processing processes were described, 

and the processing-object data set as the object of job processing according to an individual, 

A processed-data transmitting means to transmit the instructions data enciphered according to the 

individual by said encryption means, and processing-object data to said job-processing equipment, 

Job processing control equipment characterized by preparation ******. 

[Claim 2] 

Said encryption means is job processing control equipment according to claim 1 characterized by 
enciphering said instructions data using the public key of said processor. 
[Claim 3] 

Said encryption means is job processing control equipment according to claim 1 which enciphers 
said instructions data using the public key of said processor, and is characterized by the public key of 
said processor enciphering said processing-object data with a different predetermined public key. 
[Claim 4] 

It has a storage means to memorize the distinction criteria information for distinguishing the 
processor which should keep processing-object data secret, 

When it is distinguished from the distinction criteria information memorized by said storage means 
that said processor is a candidate for secrecy, said encryption means enciphers said processing-object 
data with a different predetermined public key from the public key of said processor. 
-Job-processing-control equipment according to claim 1 characterized by things. 
[Claim 5] 

It has a storage means to memorize the distinction criteria information for distinguishing the 
processor which should keep processing-object data secret, 

When said processor was not a candidate for secrecy and it is distinguished from the distinction 

criteria information memorized by said storage means, said encryption means enciphers said 

processing-object data with the public key of said processor. 

Job processing control equipment according to claim 1 characterized by things. 

[Claim 6] 

When the job of said processor is the processing which transmits the electronic mail which attached 
said processing-object data to the appointed destination, said encryption means enciphers said 
processing-object data with the public key of the destination of an electronic mail. 
Job processing control equipment according to claim 1 characterized by things. 
[Claim 7] 

It is job processing control equipment according to claim 1 characterized by enciphering said 
processing-object data in an external device while said encryption means enciphers said instructions 
data with self-equipment. 
[Claim 8] 

Said processed-data transmitting means is job processing control equipment according to claim 1 
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characterized by transmitting said processing-object data to said processor from an external device 
while transmitting said instructions data to said processor from self-equipment. 
[Claim 9] 

It is job processing control equipment which performs job processing using the job-processing 
equipment on a network, 

A decision means to determine whether to use the public key of the job-processing equipment which 
performs job processing in enciphering the processing-object data set as the object of job processing, 
or use public keys other than said job-processing equipment, 

An encryption means to encipher said processing-object data using the public key determined by said 
decision means, 

A transmitting means to transmit the processing-object data enciphered by said encryption means to 
said job-processing equipment, 

Job processing control equipment characterized by preparation ******. 
[Claim 10] 

An instructions data encryption means to encipher the instructions data with which the contents of 
processing of said job-processing equipment to said processing-object data were described using the 
public key of said job-processing equipment, 

A transmitting means to transmit the instructions data enciphered by said instructions data 
encryption means to said job-processing equipment, 

Furthermore, job processing control equipment according to claim 9 characterized by having. 
[Claim 11] 

When using the public key of the job-processing equipment which performs job processing with said 
decision means is determined, said encryption means both enciphers the instructions data with which 
the contents of processing of said job-processing equipment to said processing-object data were 
described, and said processing-object data using the public key of said job-processing equipment. 
Job processing control equipment according to claim 9 characterized by things. 
[Claim 12] ' 

It is the job processing control approach of performing service which cooperates job processing and 
is realized using the job-processing equipment on a network, 

The encryption step which enciphers the instructions data with which the contents of processing of 
the job which the job-processing equipment set as the object of job processing processes were 
described, and the processing-object data set as the object of job processing according to an 
individual, 

The processed-data transmitting step which transmits the instructions data enciphered by said 
encryption step according to the individual, and processing-object data to said job-processing 
equipment, 

Thejob processiifgl:bhtrol approach characterized ^byperforming. 
[Claim 13] 

Said encryption step is thejob processing control approach according to claim 12 characterized by 
enciphering said instructions data using the public key of said processor. 
[Claim 14] 

Said encryption step is thejob processing control approach according to claim 12 which enciphers 
said instructions data using the public key of said processor, and is characterized by the public key of 
said processor enciphering said processing-object data with a different predetermined public key. 
[Claim 15] 

With reference to the distinction criteria information for distinguishing the processor which should 
keep processing-object data secret, the distinction step which distinguishes whether said processor is 
a candidate for secrecy is included further, 

When it is distinguished at this distinction step that said processor is a candidate for secrecy, at said 
encryption step, said processing-object data are enciphered with a different predetermined public key 
from the public key of said processor. 

Thejob processing control approach according to claim 12 characterized by things. 
[Claim 16] 

With reference to the distinction criteria information for distinguishing the processor which should 
keep processing-object data secret, the distinction step which distinguishes whether said processor is 
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a candidate for secrecy is included further, 

When said processor was not a candidate for secrecy at this distinction step and it is distinguished, 
said encryption means enciphers said processing-object data with the public key of said processor. 
The job processing control approach according to claim 12 characterized by things. 
[Claim 17] 

The job processing control approach according to claim 12 characterized by enciphering said 
processing-object data with the public key of the destination of an electronic mail at said encryption 
step when the job of said processor is the processing which transmits the electronic mail which 
attached said processing-object data to the appointed destination. 
[Claim 18] 

It is the job processing control approach according to claim 12 characterized by enciphering said 
processing-object data in an external device while said encryption step enciphers said instructions 
data with self-equipment. 
[Claim 19] 

Said processed-data transmitting step is the job processing control approach according to claim 12 
characterized by transmitting said processing-object data to said processor from an external device 
while transmitting said instructions data to said processor from self-equipment. 
[Claim 20] 

It is the job processing control approach of performing job processing using the job-processing 
equipment on a network, 

The decision step which determines whether to use the public key of the job-processing equipment 
which performs job processing in enciphering the processing-object data set as the object of job 
processing, or use public keys other than said job-processing equipment, 

The encryption step which enciphers said processing-object data using the public key determined by 
the decision step, 

The transmitting step which transmits the processing-object data enciphered by the encryption step 
to said job-processing equipment, 

The job processing control approach characterized by performing. 
[Claim 21] 

The instructions data encryption step which enciphers the instructions data with which the contents 
of processing of said job-processing equipment to said processing-object data were described using 
the public key of said job-processing equipment, 

The transmitting step which transmits the instructions data enciphered by said instructions data 
encryption step to said job-processing equipment, 

The job processing control approach according to claim 20 characterized by performing. 
[Claim 22] 

When using the public key of the job-processing equipment which performs job processing with said 
decision means is determined, the instructions data with which the contents of processing of said job- 
processing equipment to said processing-object data were described, and said processing-object data 
are both enciphered using the public key of said job-processing equipment. 
The job processing control approach according to claim 20 characterized by things. 
[Claim 23] 

It is said computer system as program ** for considering as the job processing control equipment 
which performs service which cooperates a job in a computer system using the job-processing 
equipment on a network, and is realized, and making it fiinction, 

The encryption step which enciphers the instructions data with which the contents of processing of 

the job which the processor set as the object of job processing processes according to the instructions 

data with which the contents of processing of service were described were described, and the 

processing-object data set as the object of job processing according to an individual, 

The processed-data transmitting step which transmits the instructions data enciphered by said 

encryption step according to the individual, and processing-object data to said processor, 

The program for making it perform. 



[Translation done.] 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** s h ows the word which can not be translated. 
3. In the drawings, any words are not translated. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] 

This invention is making various services which exist on a network cooperate, and relates to the 
security technique especially in cooperation service processing about the technique for cooperation 
service processing in which various cooperation processings are realized. 
[0002] 

[Description of the Prior Art] 

You connect to LAN (Local Area Network) a scanner, facsimile apparatus, a printer, a copying 
machine, and the compound machine that unified those functions, and make it cooperate with 
information processors, such as a personal computer and a mail server, and the workflow system 
which offers various services of an office working-level month is proposed. 
[0003] 

Moreover, the technique of making the various Web site applications which are scattered on the 
Internet cooperating is proposed in recent years. If the application service which the various 
providers on the Internet offer is connected and one system can be constituted, since various existing 
services can be used, it is expected that system development cost can decrease sharply. Moreover, 
language, such as XML (extensible Markup Language), attracts attention as a common base for 
realizing such cooperation-service. 
[0004] 

Moreover, as a conventional workflow system, what is shown in the patent reference 1, the patent 

reference 2, and the patent reference 3 is known. 

[0005] 

[Patent reference 1 ] 
JP,08-123744,A 
[Patent reference 2] 
JP,2002-099686,A. 
[Patent reference 3] 
JP,200 1-282970, A 
[0006] 

[Problem(s) to be Solved by the Invention] 

When it constitutes a workflow using the service on the Internet, the document of a processing object 
or a processing result will flow the Internet top. However, consideration is not paid to the security of 
the document which flows such a network in the conventional workflow system. 
[0007] 

When using the service which a different service provider especially from the firm using a workflow 
system offers, unjust use of the data sent to the service side may be carried out by the service 
provider. Moreover, not only a case such but when the contents of the document made into the object 
at a service provider side should not know, it exists. 
[0008] 

This invention is made in view of such a problem, and it aims at offering the structure for holding the 
secret nature of a document if needed in the system which carries out cooperation processing 
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combining the service which various providers offer. 
[0009] 

[Means for Solving the Problem] 

In order to attain the above-mentioned purpose, the job processing control equipment concerning this 
invention The instructions data with which the contents of processing of the job which the job- 
processing equipment which is job processing control equipment which performs service which 
cooperates a job and is realized using the job-processing equipment on a network, and is set as the 
object of job processing processes were described, It has a processed-data transmitting means to 
transmit an encryption means to encipher the processing-object data set as the object of job 
processing according to an individual, and the instructions data enciphered according to the 
individual by said encryption means and processing-object data to said job-processing equipment. 
[0010] 

In the suitable mode of this invention, said encryption means enciphers said instructions data using 

the public key of said processor. 

[0011] 

Furthermore, in a suitable mode, job processing control equipment is equipped with a storage means 
to memorize the distinction criteria information for distinguishing the processor which should keep 
processing-object data secret, and when it is distinguished from the distinction criteria information 
memorized by said storage means that said processor is a candidate for secrecy, said encryption 
means enciphers said processing-object data with a different predetermined public key from the 
public key of said processor. 
[0012] 

Moreover, the job processing control equipment concerning this invention is job processing control 
equipment which performs job processing using the job-processing equipment on a network. A 
decision means to determine whether to use the public key of the job-processing equipment which 
performs job processing in enciphering the processing-object data set as the object of job processing, 
or use public keys other than said job-processing equipment, It has an encryption means to encipher 
said processing-object data using the public key determined by said decision means, and a 
transmitting means to transmit the processing-object data enciphered by said encryption means to 
said job-processing equipment. 
[0013] 

[Embodiment of the Invention] 

Hereafter, the gestalt (henceforth an operation gestalt) of operation of this invention is explained 

based on a drawing. 

[0014] 

Drawing 1 is drawing jsho wing the outline configuration of the document.processing system system 
concerning this invention. In this example, the document processing system system contains the 
compound machine A10, the compound machine B12, the cooperation processing server 20, the 
server A22, the server B24, and the server C26. Among these, the compound machine A10, the 
cooperation processing server 20, the server A22, the server B24, and the server C26 are connected 
to the same LAN (Local Area Network), and the remaining compound machines B12 are connected 
through this LAN and Internet 30. 
[0015] 

Among these, the compound machine A10 and the compound machine B12 are equipment having 

functions, such as a scanner, a printer, a copying machine, and facsimile. 

[0016] 

Servers A22, B24, and C26 are servers which offer the processing service to document data in forms, 
such as for example, Web site application service. Each [ these ] server can perform the job (service) 
of one or more classes, respectively. In addition, the compound machines A10 and B12 can also be 
regarded as a kind of the server which offers scanning service, print service, etc. 
[0017] 

To these compound machine or a server, the cooperation processing server 20 is requesting 
processing according to a suitable processing flow, and realizes cooperation service which 
cooperated the service which the compound machine and server of these each offer. 
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[0018] 

Each [ these ] compound machine and each server have the private key of each one in a public key 
cryptosystem, and the public key, respectively. Moreover, each [ these ] compound machine and 
each server hold other compound machines and the public key of a server, or can acquire other 
compound machines and the public key of a server from the key server on a network (illustration 
abbreviation) if needed, respectively. And in transmitting document data to a phase hand, it plans 
security of document data by enciphering document data using the phase hand's public key. 
[0019] 

Next, with reference to drawing 2 , the detail configuration of the compound machine 10, the 
cooperation processing server 20, and the various servers 25 is explained. In addition, the compound 
machine 10 is equivalent to the compound machines A10 and B12 of drawing 1 , and a server 25 
corresponds to the servers A22, B24, and C26 which offer the various services shown in drawing 1 . 
[0020] 

First, in the compound machine 10, UI (user interface) 102 displays a condition, an actuation menu, 
etc. of the compound machine 10, is the user interface device in which a user's selection and 
parameter input to this are received, for example, is equipped with a liquid crystal touch panel, a ten 
key carbon button, and various control carbon buttons (copy initiation carbon button etc.). The 
various processing modules 104 are functional modules which realize a scanning function, a print 
function, a copy function, a facsimile transceiver function, etc. These processing module 104 is 
constituted by the combination of hardware, such as a scanning engine, a print engine, and facsimile 
apparatus, and the software which controls each [ these ] hardware. The communications control 
section 106 is a functional module which performs various control processings for the 
communication link with this compound machine 10 and other equipments on the networks 35, such 
as LAN. 
[0021] 

A code and the decode processing section 108 are functional modules which encipher or decode the 
transmitted data which were enciphered to the document data transmitted to a network 35 from the 
compound machine 10. Here, a code and the decryption processing section 108 are supporting the 
public key cryptosystem. as an example of encryption processing used in a code and the decryption 
processing section 108, the target document data can be enciphered using the session key (common 
key) generated by the random numbers etc., this session key can be enciphered with the public key 
of a transmission place, and processing in which boil both [ these ] encryption data to a transmission 
place, and it transmits can be mentioned. In a receiving side, a session key is obtained by decoding 
the received data with one's private key, and the enciphered document data are decoded with the 
session key. In addition, in the following explanation, when "It enciphers with a public key" is said, 
not only when enciphering object data.using a public key literally, but in the encryption processing 
using such a session key, it is made into a certain thing. 
[0022] 

Moreover, a code and the decode processing section 108 are equipped with the function to perform 
electronic signature or to verify the electronic signature given to the received data, to the document 
data to transmit. Electronic signature is obtained by enciphering the message digest for which it 
asked according to predetermined digest methods, such as MD5 (RFC 1321), from the document data 
for example, for a signature with a signer's private key. Verification of this electronic signature 
decodes these signature data with a signer's public key, and that decryption result is performed by 
judging whether it is in agreement with the message digest for which it asked according to the 
predetermined digest method from the document data for a signature. If in agreement, while it will 
be proved that these document data are data [ Shinsei / from a signer ], it is proved that the alteration 
is not added to these document data. 
[0023] 

A code and the decode processing section 108 are keeping the public key of the cooperation 
processing server 20 at least here. Moreover, it is also suitable to prepare the function which acquires 
the public key of each server or a user from the predetermined key management equipment on a 
network in a code and the decryption processing section 108 if needed. Moreover, a code and the 
decode processing section 108 can be equipped with this private key own [ compound machine 10 ], 
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and can perform the electronic signature of this compound machine 10. 
[0024] 

Token I/F (interface) 1 10 is a device which acquires the electronic signature by this user's private key 
by accepting the hardware token which a user holds and communicating with this token. A hardware 
token is a small authentication device which a user carries, and is equipped with the storage chip 
which memorizes a user's private key data, the arithmetic circuit which generates signature data by 
enciphering using a user's private key to the data for a signature, and the interface device for the 
entry of data for a signature, and the output of signature data here. A hardware token is constituted as 
a device corresponding to various wireless interface specification, such as an IC card, and a device 
corresponding to various cable interface specification, such as USB (Universal Serial Bus), or 
Bluetooth, etc. 
[0025] 

With this configuration, when a user's electronic signature needs to be performed to document data, 
the communications control section 106 creates the message digest of that document data according 
to methods, such as MD5, and inputs it into the hardware token equipped with this by token I/Fl 10. 
A hardware token enciphers the inputted message digest with the private key of the user who holds, 
and returns the encryption processing result (namely, signature of a user) to the communications 
control section 106. When the communications control section 106 adds this user signature to 
document data, it succeeds in a user's electronic signature to document data. 
[0026] 

Although the method which performs a user's electronic signature using a user's hardware token was 
explained above, as another method, a user's private key is beforehand kept in the compound 
machine 10, and the method which performs this user's electronic signature by the same processing 
as **** using this private key is also possible. By this method, for private key protection of a user, a 
user is asked for the input of authentication information, such as a password and biometrics, when 
user authentication is successful by this, it restricts, and control of accepting that user's electronic 
signature is made indispensable. Although it is necessary to wait, setting a token to the compound 
machine 10 until the cooperation job was completed, when the worst if the cooperation job which 
needs a user signature is performed in the configuration using a hardware token, with the 
configuration which keeps a private key to the compound machine 10, such standby is unnecessary. 
On the contrary, the configuration using a hardware token has the advantage that a user can perform 
the cooperation job which needs a user signature from the equipment of any compound machines 
and others. 
[0027] 

Next, the configuration of the cooperation processing server 20 is explained. 
[00_28] _ _ _ _ . _ ^ 

In the cooperation processing server 20, the user management section 202 has managed the various 
information about a user which this server 20 makes applicable to service. There are authentication 
information (a password, biometrics information, etc.) used for a user's authentication, UI screen 
information which the user has registered in the information which the user management section 202 
manages. That is, the definition of the cooperation job of a user proper of the service which the 
various server equipments on a network 35 offer is enabled because a user combines, and he is trying 
to offer UI screen of this user proper that can direct the cooperation job of these user proper from the 
cooperation processing server 20 in the system of this operation gestalt. In addition, although 
explanation is omitted about the information on UI screen of registration processing of the 
cooperation job to the cooperation processing server 20 by the user, and each user proper with which 
the compound machine 10 is provided from the cooperation processing server 20 since it is not 
directly related to the summary of this operation gestalt Since it is indicated by the application for 
patent No. 275229 [ 2002 to ] by these people, the application for patent No. 275230 [ 2002 to ], and 
the application for patent No. 275231 [ 2002 to ] about these, please refer to, if there is need. 
[0029] 

The flow control section 204 is a functional module which performs an activation request of required 
processing to each server 25 or the compound machine 10 according to the flow specified in a 
cooperation job, in order to realize the cooperation job which the user demanded. That is, a 
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cooperation job is defined as a flow which consists of one or more services (unit job) which each 
server 25 and each compound machine 10 (this can also be regarded as a kind of a server) offer, and 
the cooperation processing server 20 requests from the server corresponding to order the unit job 
shown in this flow definition. Here, the processing result of each server is returned to the cooperation 
processing server 20 if needed, and is transmitted to the server which corresponds from the 
cooperation processing server 20 as processing-object data of the following unit job. The flow 
control section 204 performs processing request to such each server and a compound machine, and 
processing of acquisition of a processing result etc. to this. 
[0030] 

To the document data transmitted to a network 35 from the cooperation processing server 20, a code 
and the decode processing section 206 are functional modules which encipher or decode the 
transmitted encryption data, and has the function of encryption equivalent to a code and the decode 
processing section 108, a decryption, electronic signature, and its verification. 
[0031] 

A code and the decode processing section 206 are keeping equipments, such as the compound 
machine A10, and B12, servers A22, B24, and C26, and each user's public key here. And when data 
need to be transmitted, it enciphers using the equipment of the transmission place, or a user's public 
key. Moreover, it is also suitable to prepare the function which acquires the public key of each server 
or a user from the predetermined key management equipment on a network in a code and the 
decryption processing section 206 if needed. Moreover, about an electronic signature function, a 
code and the decode processing section 206 can do ****** which attaches the electronic signature of 
the cooperation processing server 20 to the data which are equipped with the private key of the 
cooperation processing server 20, and are transmitted. 
[0032] 

The communications control section 212 is a functional module which performs various control 
processings for the communication link with the cooperation processing server 20 and other 
equipments on a network 35. 
[0033] 

The processing server 25 is equipped with the communications control section which performs 
control processing for the communication link with the application program 252 which performs 
service which this server offers, and other equipments on a network 35, and the code and the decode 
processing section 256 which perform encryption in the case of the communication link, and 
processing of decode. A code and the decode processing section 256 are equipped with a function 
equivalent to the code and the decode processing section 108 of the compound machine 10. 
[0034] 

Drawing 3 shows the. procedure _of the processing performed in the case of auser'sinput of activation 

directions of a cooperation job in this document processing system system. 

[0035] 

In this processing, first, to the compound machine 10, its hardware token is connected or a user 
enters his user ID and a password (S10). According to this alter operation, the communications 
control section 106 of the compound machine 10 creates the authentication request data containing 
the authentication information acquired from the hardware token or user LD, and a password, 
enciphers this with the public key of the cooperation processing server 20 by the code and the 
decode processing section 108, and transmits to the cooperation processing server 20 (SI 2). In 
addition, in order to realize this transmission, the address information of the cooperation processing 
server 20 which offers cooperation job control service to the compound machine 10 concerned is 
beforehand registered into the compound machine 10. <BR> [0036] 

The cooperation processing server 20 which received this authentication request decodes that request 
data, and performs well-known user authentication processing using the authentication information 
included in that request. And when this user authentication is successful, that user's UI screen 
information is taken out from the user management section 202, and the transmit data which 
enciphers this with the public key of the compound machine 10 of authentication request origin by 
the code and the decode processing section 206, and contains enciphered UI screen information is 
transmitted to this compound machine 10 (S20). 
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[0037] 

According to that information, the compound machine 10 which received this enciphered UI screen 
information constitutes UI screen for the users concerned, and displays this on the screen of UI102 
(S14). Here, XML can describe UI screen information with which the compound machine 10 is 
provided from the cooperation processing server 20, and UI102 of the compound machine 10 
interprets this XML description, and constitutes UI screen. This UI screen can be constituted using 
GUI (graphical user interface) components. In this case, the icon for choosing as UI screen each 
cooperation job which the user registered beforehand, the input column which inputs the selected 
processing parameter of a cooperation job are contained. 
[0038] 

In addition, on UI screen for selection of the cooperation job which the user registered beforehand, it 
is suitable to display the information which shows whether each cooperation job requires a user's 
electronic signature, respectively. Since the definition information which shows what kind of unit 
jobs each registration cooperation job consists of, respectively is registered into the user management 
section 202, whether it is the need can judge [ a user signature ] to a cooperation job because whether 
each job requires a user signature investigates the user signature necessity of each unit job which has 
the user management section 202 in this definition information on the registered signature necessity 
table (illustration abbreviation). What is necessary is just to judge with a user signature being 
required for the cooperation job, if there are some which require at least one user signature into the 
unit job which constitutes a cooperation job. It can tell whether each cooperation job requires a user 
signature to a user by incorporating and displaying the result of such a judgment on UI screen. A 
user can know whether each cooperation job will require a user signature, and it is ready to him to 
connect a hardware token to the compound machine 10 etc. with this display to perform the 
cooperation job which needs a user signature. 
[0039] 

UI102 receives selection directions of the user to displayed UI screen, and the input of a value (SI 6). 
By this selection directions and input of a value, the contents of the cooperation job which a user 
wants to perform are specified. The compound machine 10 creates the instructions data reflecting the 
contents of an input from this UI102, this instructions data is enciphered with the public key of the 
cooperation processing server 20 by the code and the decode processing section 108, and the 
transmit data containing this enciphered instructions data is transmitted to the cooperation processing 
server 20 (SI 8). This instructions data defines the contents of the cooperation job. The contents of 
processing of service which cooperate a job and are realized are described by instructions. For 
details, it mentions later. In addition, these instructions are beforehand accumulated in the 
instructions server, and are good also as a configuration downloaded if needed. 
[0040] 

Moreover, the document used as the processing object of a cooperation job can be made to read from 
the scanner of the compound machine 10 with this operation gestalt. In this case, at step SI 8, after 
adding the data of the document read as a processing object to instructions data and enciphering 
these both with the public key of the cooperation processing server 20, it transmits to the cooperation 
processing server 20. 
[0041] 

The cooperation processing server 20 which received the encryption instructions data (a processing- 
object document may be attached) transmitted from the compound machine 10 decodes the data, 
passes the instructions data obtained by this to the flow control section 204, and starts activation of a 
cooperation job (S22). 
[0042] 

In addition, although the example of drawing 3 was the configuration that the compound machine 10 
was provided with the information on UI screen for users at once from the cooperation processing 
server 20, the configuration instead gradually provided with each UI screen for users from the 
cooperation processing server 20 according to the input from the compound machine 10 is also easy 
to be natural [ the example ]. 
[0043] 

In addition, when the user authentication in the cooperation processing server 20 goes wrong, the 
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notice data of the purport of authentication failure are returned to the compound machine 10 of a 
requesting agency from the cooperation processing server 20, and the compound machine 10 
performs predetermined error processing, such as an error notification display, according to this 
notice data. 
[0044] 

Drawing 4 is drawing which is created with the compound machine 10 according to directions of a 
user and in which showing an example of the DS of the instructions data 300 for cooperation job 
activation directions. 
[0045] 

The instructions data 300 are constituted from the definition 302 of a service provision server, and 
the definition 304,306 of the unit job which each [ these ] server performs by this example. The 
definition 304,306 of a unit job is arranged in the sequence according to the execution sequence of 
each [ these ] unit job. 
[0046] 

The definition 302 of a service provision server is information which shows the correspondence 
relation of Server Name and URL of each server 25 which offers service of each unit job which 
constitutes a cooperation job. 
[0047] 

The definition 304,306 of a unit job contains the processing parameter which is definition data in 
which the contents of each [ these ] unit job are shown, for example, is given to Server Name of the 
server which performs the unit job, the method name (that is, a unit job is specified by specifying a 
server and a method) for specifying this unit job to the server, and its method. There are a 
transmission place (in the case of an electronic mail transmitting job), a storing place (in the case of 
a file storing job), etc. of the file name which should be given to the name of the file which is the 
processing object of the method, and the processing result of the method, and its processing result in 
a processing parameter, for example. 
[0048] 

The file name of a processing-object document and the file name of a processing result document 
can be used for specifying the flow at the time of delivering the processing object between each unit 
job which constitutes a cooperation job among these parameters. That is, if it is set as the file name 
of the processing result document of a certain unit job A, and the file name of the processing-object 
document of the unit job B which performs the same file name after that, a processing flow can be 
prescribed that the unit job B processes to the processing result of the unit job A. 
[0049] 

In addition, in addition to this, in expanding / reducing an image, when expansion/reduction 
percentage performs resolution conversion, there is target resolution etc. in a processing parameter. 
[0050] 

XML can describe the instructions data 300. Processing can be requested from each [ these ] 
equipment by using the instructions which described each equipment which constitutes a document 
processing system system, such as a server and a compound machine, by XML correspondence, then 
XML. 
[0051] 

In addition, if the user includes the template of the definition data of a selectable cooperation job 
from the cooperation processing server 20 to the data of UI screen with which the compound 
machine 10 is provided, the compound machine 10 can create the instructions data 300 by setting up 
the various processing parameters which the user inputted to the template. 
[0052] 

The cooperation processing server 20 draws up the instructions of the unit job which should be 
performed, respectively to each servers A22, B24, and C26 or the compound machines A10 and B12 
according to the instructions of cooperation processing inputted from the compound machine A 10, 
and makes each [ these ] server and a compound machine send and process the instructions in such a 
system. When the processing-object document which should be processed by the unit job at this time 
exists, that processing-object document is transmitted to a server or a compound machine with 
instructions. 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 5/26/2006 



JP,2004- 153472, A [DETAILED DESCRIPTION] 



Page 8 of 14 



[0053] 

The cooperation processing server 20 is equipped with the function which controls the encryption of 
instructions and the encryption of a processing-object document which transmit to each server or a 
compound machine according to an individual in this system. 
[0054] 

Since the server and compound machine of the transmission place must be able to understand 
instructions, they are enciphered with the public key of the transmission place equipment. On the 
other hand, as for a processing-object document, transmission place equipment does not necessarily 
need to know the contents. For example, the server which a job which expands the image of a 
processing-object document, creates an epitome, or carries out a printout performs the contents of the 
processing-object document — it is necessary to get to know (that is, the decoded processing-object 
document need) — The server which performs the job which attaches the file received from the 
cooperation processing server 20 to an electronic mail, and is transmitted, the job which stores the 
file in a database as it is Even if the contents of the processing-object document are not understood, 
processing is possible, and it is satisfactory encipher [ a processing-object document ]. Then, it 
enables it to take management of making it the cooperation processing server 20 with this operation 
gestalt, by enciphering a processing-object document with men other than the transmission place 
server, or the public key of equipment, and being unable to decode in the server of the transmission 
place by preparing the function which controls encryption of instructions, and encryption of a 
processing-object document according to an individual, when unjust use for example, of the 
processing-object document may be carried out by the server of a transmission place. In such a case, 
what is necessary is for a processing-object document to be people's public key specified as the 
transmitting destination of the mail, when transmitting for example, by electronic mail transmission, 
and just to encipher it with the public key of those who give perusal authorization of the stored 
document, when it stores in a database. What is necessary is just to specify the destination of e-mail, 
and the perusal authorization place of a storing document as a parameter, in case a user registers a 
cooperation job to the cooperation processing server 20. 
[0055] 

Here, the following applications can be considered although the individual encryption function of 
instructions and a processing-object document explained the point which can be used in order to 
avoid unjust use of the processing-object document in the server of the trustee of processing. That is, 
for example, when a user performs self electronic signature to a processing-object document, when 
the document is decrypted by the server of a processing trustee, a signature of a user separates, and 
an intention of a user may not be attained. Also in order to avoid such a case, the method of 
enciphering with the key which cannot decode the processing-object document sent to a processing 
trustee at the trustee is effective. If it does in this way, „it can transmit, jwhere a signature of a user is 
attached. The distinction criteria information for distinguishing a server [ a server ] making it decode 
a processing-object document and a compound machine is registered into the cooperation processing 
server 20. This distinction criteria information is good by the list in which the identifier of a server 
[ a server ] to make it decoding for example, a processing-object document or a compound machine 
was shown. 
[0056] 

Moreover, it is also suitable to give the function which puts together the instructions and the 
processing-object document other than such a function of individual encryption, and is enciphered to 
the cooperation processing server 20. In this case, it will encipher with public keys, such as a server 
of the transmission place of these instructions and a processing-object document. For example, it is 
more efficient to have collected in this way and to encipher, when it is not assumed that the server of 
a transmission place is a server of the intranet in the same firewall as the cooperation processing 
server 20, and unjust use of the processing-object document is carried out. 
[0057] 

Next, with reference to drawing 5 , the procedure of the cooperation job control processing which the 
cooperation processing server 20 which received the instructions (and processing-object document 
which accompanies this (supposing it is)) of a cooperation job from the compound machine A10 
performs is explained. 
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[0058] 

In this processing, if a cooperation job is started, the flow control section 204 will take out directions 
of the unit job of the head of instructions first (S30). Next, it judges whether description of the 
directions is analyzed and there is any processing-object document which should be transmitted to 
the server of a job trustee for the unit job (S32). And if there is no processing-object document, 
based on description of the instructions of a cooperation job, the instructions which described the 
processing which the server of the trustee is made to perform will be drawn up, this will be 
enciphered with the public key of a trustee server (S40), and it will transmit to a trustee server (S42). 

[0059] 

The example of DS of the instructions which transmit to this trustee server is shown in drawing 6 . 
The instructions 400 of this unit job request are drawn up based on the definition of the unit job 
concerned in the instructions 300 of the whole cooperation job, and contain the processing method 
name 402 shown in this definition, and the processing parameter 404 of that method. Moreover, the 
address information (and identification information which shows the cooperation job concerned if 
needed) of the cooperation processing server 20 concerned is added to instructions 400 as reply place 
information 406 that the processing result of a unit job is returned. The information on a trustee 
answers a letter in the data of a processing result toward the destination shown in this reply place 
information 406. The processing result returned to the cooperation processing server 20 from the 
server of a trustee may contain the data of the processing result document generated as a result of 
processing a unit job to the document given as a processing object, if there is also a thing of only 
status information, such as a success of a mere unit job and failure. The former corresponds to the 
processing result of unit jobs, such as for example, electronic mail transmission and document 
storing, and the latter corresponds to the processing result of unit jobs, such as OCR and image 
rotation. 
[0060] 

After sending these instructions to a trustee, the cooperation processing server 20 receives that 
processing result from a trustee server (S44), and if it judges and (S46) remains [ whether this 
unsettled unit job remains and ], it will return to step S30. 
[0061] 

By the judgment of step S32, if there is a processing-object document which should be transmitted, 
the trustee server will distinguish further whether it is a server [ a server ] to make it decode the 
document with reference to distinction criteria information (S34). Consequently, if the server of a 
trustee is a server [ a server ] to make it decode a processing-object document, the processing-object 
document will be enciphered with the predetermined user registered into the job which should be 
performed byjhe_server by_matching, orjthe public key of equipment (S36). Eor example, if the job 
which the server performs is an electronic mail transmitting job, since the destination of an electronic 
mail is registered at the time of cooperation job registration, it enciphers with the public key of the 
destination. And the instructions which described the processing which a trustee server is made to 
perform are drawn up, and it transmits to a trustee server with the processing-object document 
enciphered and (S40) enciphered with the public key of a trustee server (S42). And that processing 
result is received from a trustee server (S44), and if it judges and (S46) remains [ whether this 
unsettled unit job remains and ], it will return to step S30. 
[0062] 

When a trustee server judges with not corresponding to a server [ a server ] making it decode a 
processing-object document by the judgment of step S34, the processing-object document is 
enciphered with the public key of a trustee server (S3 8). And the instructions which described the 
processing which a trustee server is made to perform are drawn up, and it transmits to a trustee 
server with the processing-object document enciphered and (S40) enciphered with the public key of 
a trustee server (S42). And that processing result is received from a trustee server (S44), and if it 
judges and (S46) remains [ whether this unsettled unit job remains and ], it will return to step S30. 
[0063] 

Although the processing-object document enciphered with the key which cannot decode the server is 
passed to the server which does not want to want to keep the contents of the processing-object 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran__web_cgi_ejje 5/26/2006 



JP,2004-153472,A [DETAILED DESCRIPTION] 



Page 10 of 14 



document secret, or to erase the signature of a user or a predetermined server (compound machine) 
according to the above processing, since what can decode the server about instructions is passed, the 
server can process the document appropriately. 
[0064] 

The processing explained above asked for whether it is a server [ a server / the trustee ] to make it 
decode a processing-object document dynamically from distinction criteria information, when the 
cooperation processing server 20 sent a processing request to the following trustee server. However, 
the method which a user performs the judgment instead of such a dynamic judgment in case a 
cooperation job registers with the cooperation processing server 20, and includes description of 
suitable encryption processing in the instructions template of a cooperation job based on the 
judgment result is also possible. The instructions of the cooperation job in which the cooperation 
processing server 20 included the user signature job from the compound machine 10 by giving this 
instructions template to the compound machine 10 as a part of UI screen information will be 
published. 
[0065] 

An example of the instructions drawn up based on such a template is shown in drawing 7 . This is 
drawing showing the example of cooperation job instructions described by XML. "These 
instructions, the report of the paper which has two or more pages is read with the compound machine 
A10. Only a head page is extracted from the two or more pages document data which it is as a result 
of [ the ] reading by the server A22. Only the head page is transmitted to this user's superior official 
with an electronic mail from a server C26. The data of all reports are transmitted to a coworker with 
an electronic mail from a server C26, and the cooperation job of storing the data of all the reports in 
the predetermined directory of a server B24 further" (referring to drawing 1 ) is shown. In addition, 
the cooperation processing server 20 shall decode all the encryption data received from the 
compound machine or the server with its own private key, and decode processing is not described for 
the example of description of drawing 7 . 
[0066] 

these instructions — first — the definition 302 of a service provision server — "-- URL of the server 
A22 ("PageDevider") which carries out a page rose and offers" service, URL of the server C26 
("MailSender") which offers e-mail transmitting service, and URL of the server B24 ("Repository") 
which offers database storing service __********** description is carried out. 
[0067] 

Next, the information 305 on the processing-object document (scanning document) which attaches to 
the instructions from the compound machine A 10, and is transmitted to the cooperation processing 
server 20 is described. The file name ("input document=XXX") of a processing-object document and 
whether that processing-object document's being enciphered and the information ("encrypt=XXX") 
("pubkeyOwner=XXX") which shows the owner of the public key used for that encryption are 
included in this description. Here, since the compound machine A10 has enciphered the scanning 
document with the public key of the cooperation processing server 20 ("FlowEngine"), that is 
described. 
[0068] 

And the description 310 of the unit job Q f ******, the description 320 of the unit job of electronic 
mail transmission, and the description 330 of the unit job of database storing continue a page in order 
after that. 
[0069] 

The description 312 of the operation which keeps the inputted scanning document ("report.xdw") is 
shown in the description 3 1 0 of page and the description 314 of the operation which extracts 

a head page from the scanning document by the server A22 after that is shown in it. The description 
3144 of the purport which enciphers the file of Perilla frutescens (L.) Britton var. crispa (Thunb.) 
Decne. with the public key of the cooperation processing server 20 as " frontpage. xdw" is included in 
the latter description 314 in the description 3142 of the purport which the input-statement document 
for the operation is a scanning document, and enciphers with the public key of a server A22, and the 
file name of the head page which is the output-statement document of the operation. 
[0070] 
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The description 322 of the operation which enciphers the document first attached to e-mail is shown 
in the description 320 of electronic mail transmission. This operation is operation which the 
cooperation processing server 20 performs. 
[0071] 

Here, because the server C26 of the trustee which requests electronic mail transmission of the 
document is a server for [ which keeps a processing-object document secret ] secrecy, it is described 
as processing by which encryption operation should be performed by the cooperation processing 
server 20. That is, when the job in the server for secrecy is included in a cooperation job in case a 
user creates and registers a cooperation job from UI of compound machine A10 grade since which 
server has the information for secrecy, the cooperation processing server 20 creates operation 
description of the purport as which the cooperation processing server 20 enciphers it to the data sent 
to the server, and includes this in the template of cooperation job instructions. Encryption processing 
with the method which cannot decode the server of a transmission place is directed in description of 
the encryption operation at this time. In the example of drawing 7 , since the operation which the 
server C26 of a transmission place performs is e-mail transmission, encryption with the public key of 
the man of the destination is directed. In addition, when a transmission place server performs data 
storage, for example, it is directing encryption by the public key of the person who was able to give 
the perusal authorization to the stored data etc. In this case, what is necessary is just to register the 
destination and a perusal authorization place, in case a user registers a cooperation job. 
[0072] 

Head page"frontpage.xdw" is a superior official's ("personl") public key, and description of the 
purport which enciphers scanning document"report.xdw" with a coworker's ("person2") public key is 
included in the description 322 of this encryption operation. The description 324 of the operation of 
the electronic mail transmission to this degree is described. The description 3241 of assignment of a 
purport that that operation is first performed by the server B24 is shown in description of this 
operation 324. Next, the directions 3242 of the purport which transmits head page n frontpage.xdw n to 
a superior official's ("personl") e-mail address, and the directions 3244 of the purport which 
transmits scanning document"report.xdw" to a coworker's ("person2") e-mail address are shown. 
And the description 3246 which shows the encryption situation of the input- statement document of 
this transmitting operation next is added. 
[0073] 

The description 332 of assignment of database storing operation is included in the description 330 of 
database storing, and the purport to which this operation is carried out by the server B24, and the 
purport whose input-statement document of operation is scanning document "report.xdw" are 
described by this description 332. 

[00741 _ - 

The flow of the processing performed according to the instructions of such a cooperation job is 

explained with reference to drawing 1 . 

[0075] 

(1) Instructions 100F enciphered with the public key of the cooperation processing server 20 and 
processing-object document (scanning document) 1 1 OF are transmitted to the cooperation processing 
server 20 from the compound machine A10. 

[0076] 

(2) The cooperation processing server 20 decodes these instructions 100F and processing-object 
document 1 10F with its private key, and keeps the data (decode result) of a processing-object 
document according to description of the instructions. And the instructions which direct processing 
of a "head page extract" to a server A22 are drawn up. Here, since a server A22 needs to operate it to 
the contents of the processing-object document, it enciphers these instructions and a processing- 
object document with the public key of a server A22, and transmits instructions 102A of this 
encryption result, and processing-object document 1 1 OA to a server A22. 

[0077] 

(3) A server A22 decodes instructions 102A and processing-object document 1 10A, extracts the head 
page of a processing-object document according to the instructions, enciphers this with the public 
key of the cooperation processing server 20, and returns head page 1 12F of the encryption result to 
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the cooperation processing server 20. 
[0078] 

(4) (5) cooperation processing server 20 decodes head page 1 12F enciphered. And according to 
description of the following job (e-mail distribution) in the instructions of a cooperation job, first, a 
scanning document is enciphered with the public key of this user's coworker, and a head page is 
enciphered with the public key of this user's superior official, respectively. And the instructions of 
the purport which sends a head page to a superior official, and the instructions of a purport which 
send a scanning document to a coworker are drawn up, and they are enciphered with the public key 
of a server C26. And instructions 106C by which the purport transmitted to a coworker was 
enciphered as instructions 104C as which the purport was enciphered and the enciphered pair of head 
page 1 12x which transmits to a superior official, and the enciphered pair of scanning document 1 lOy 
are transmitted to a server C26, respectively. The server C26 which received this decodes 
Instructions 104C and 106C, and interprets the contents of directions. And according to these 
directions, head page 1 12x enciphered are attached to the mail addressed to a superior official, and it 
transmits, and enciphered scanning document 1 lOy is attached to the mail addressed to a coworker, 
and it transmits. 
[0079] 

(6) And the cooperation processing server 20 draws up the instructions of the purport which carries 
out database storing of the scanning document according to description of the following job 
(database storing) in the instructions of a cooperation job, and enciphers these instructions and a 
scanning document with the public key of a server B24. And instructions 108B and scanning 
document HOB which were enciphered are transmitted to a server B24. The server B24 which 
received this decodes instructions 108B and scanning document HOB, and stores the decode result 
of a scanning document in a database according to the instructions. 
[0080] 

In the above, the gestalt of suitable operation of this invention was explained. With the gestalt of this 
operation, although processing-object data were obtained with a scan, also when beforehand 
accumulated in the are recording server, it thinks. In this case, at the time of the processing request to 
a processing server, processing-object data are enciphered in an are recording server, and 
instructions are enciphered in a cooperation server. And a processing-object document is transmitted 
for instructions from an are recording server from a cooperation server to a processing server. In 
addition, when transmitting instructions and a document to a processing server from a cooperation 
server, as the way of enciphering these according to an individual, a document is enciphered 
previously, and these document and instructions that were enciphered may be doubled and you may 
encipher. 

IQ0811 

Although one cooperation processing server 20 controlled activation of a cooperation job by the 
above-mentioned operation gestalt, as shown in drawing 8 , two or more cooperation processing 
servers 20-1 and 20-2 can cooperate, and one cooperation job can also be realized. The example of 
drawing 8 has composition in which the cooperation processing server 20-1 controls the compound 
machine 10 and servers 22, 24, and 26, and the cooperation processing server 20-2 controls the 
compound machine 12 and servers 28 and 29. If a user directs activation of a cooperation job from 
the compound machine 10 to the cooperation processing server 20-1, the cooperation processing 
server 20-1 is requested from the server of the correspondence by the unit job of the instructions of a 
cooperation job in the order from a head as the above-mentioned operation gestalt explained. And if 
a series of unit jobs performed by the compound machine 12 which the cooperation processing 
server 20-2 controls in this flow, and servers 28 and 29 are found, the unit job of these single strings 
is made into a partial cooperation job, and the instructions which direct that activation will be drawn 
up, it will transmit to the cooperation processing server 20-2, and that processing will be requested. 
In such a configuration, the cooperation processing server 20-2 has the distinction criteria 
information on whether servers 28 and 29 and the compound machine 12 are equipment 
[ equipment ] to make it decode a processing-object document, and controls encryption by the 
procedure of above-mentioned drawing 5 according to the distinction criteria information. Moreover, 
the method with which the cooperation processing server 20-1 or 20-2 has the distinction criteria 
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information on whether all the servers 22-29 and compound machines 10 and 12 of them are 
equipment [ equipment ] to make it decode a processing-object document, creates the template of the 
instructions which described encryption processing as the cooperation processing server 20-1 or 20-2 
showed to drawing 7 according to this, and the compound machine 10 or 12 is provided is also 
possible. 
[0082] 

An escape of cooperation of such cooperation processing servers also considers a system 
configuration as shown in drawing 9 . This system configuration consists of a compound machine 10 
and two or more servers 62, 64, 66, and 68. Each servers 62-68 interpret the instructions inputted 
from other servers and compound machines, and process in order each unit job until it detects the 
unit job by which self-equipment is not specified as processing charge sequentially from the unit job 
of the head of the instructions. Description of trustee Server Name it is indicated to be to the 
processing parameter of each unit job whether it is processing charge shows self-equipment. And 
after that processing finishes, each servers 62-68 update instructions by deleting description of the 
unit job processed this time from instructions, transmit the instructions after that updating, and the 
document as a result of that processing to the servers 62-68 specified as the processing charge of the 
unit job of the head of the instructions after this updating, and request processing. The processing 
result document transmitted here serves as a processing object in the following servers 62-68. By 
cooperating between each server, a series of cooperation jobs are realized in the processing request 
by such instructions. Here, a server 62 is a server used as the window of the cooperation job service 
to the compound machine 10, and offers UI screen information for cooperation job directions to the 
compound machine 10. A processing request is performed in order of servers 62, 64, 66, and 68 from 
the compound machine 10, and drawing 9 shows the example in which a cooperation job is realized. 
[0083] 

By such system, each of other servers 64-68 give the information on the distinction criteria of 
whether to be equipment [ equipment ] to make it decode a processing-object document to the server 
62 used as a window. A server 62 creates the template of the instructions which described encryption 
processing as determines what kind of encryption control is performed to each server used by that 
cooperation job according to this distinction criteria information and showed it to drawing 7 , when a 
user registers a cooperation job. If the compound machine 10 is provided with this template, since 
the suitable encryption control for the instructions published from the compound machine 10 is 
described, suitable encryption is attained by advancing processing according to it to instructions and 
the object document which are exchanged between each server. 
[0084] 

Moreover, although activation directions of a cooperation job were performed from the compound 
machine with the a^ye^op^ration.geslalt, it is _possihle_not only Jhis.but.to.perform.activation _ 
directions of a cooperation job from the equipment of the personal computer and others on a 
network. 

[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the outline configuration of the document processing system 
system concerning this invention. 

[Drawing 2] It is drawing for explaining the detail configuration of a compound machine, a 
cooperation processing server, and various servers. 

[Drawing 3] In a document processing system system, it is the flow chart which shows the procedure 
of the processing performed in the case of a user's input of activation directions of a cooperation job. 
[Drawing 4] It is drawing showing an example of the DS of the instructions which direct a 
cooperation job. 

[Drawing 5] It is the flow chart which shows the procedure of the cooperation job control processing 
which a cooperation processing server performs. 

[Drawing 6] A cooperation processing server is drawing showing an example of the DS of the 
instructions sent to the server of a processing trustee. 

[Drawing 7] It is drawing showing the example of the instructions of a cooperation job. 

[Drawing 8] It is drawing showing the example of the document processing system system equipped 

with two or more cooperation processing servers. 
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[Drawing 9] It is drawing showing the document processing system system of the method which 
delivers directions and a processing object to a server in order from a server, and realizes a 
cooperation job. 
[Description of Notations] 

10 The compound machine A, 12 The compound machine B, 20 A cooperation processing server, 22 
Server A, 24 Server B, 26 Server C, 30 Internet. 
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[Drawing 3] In a document processing system system, it is the flow chart which shows the procedure 
of the processing performed in the case of a user's input of activation directions of a cooperation job. 
[Drawing 4] It is drawing showing an example of the DS of the instructions which direct a 
cooperation job. 

[Drawing 5] It is the flow chart which shows the procedure of the cooperation job control processing 
which a cooperation processing server performs. 

[Drawing 6] A cooperation processing server is drawing showing an example of the DS of the 
instructions sent to the server of a processing trustee. 

[Drawing 7] It is drawing showing the example of the instructions of a cooperation job. 

[Drawing 8] It is drawing showing the example of the document processing system system equipped 

with two or more cooperation processing servers. 

[Drawing 9] It is drawing showing the document processing system system of the method which 
delivers directions and a processing object to a server in order from a server, and realizes a 
cooperation job. 
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mt. *(omm<Dm<Di%mtRzf mm <Dmmz nft? «nt^ • mm mm sb 2 5 6 1 * m * 

3o Bf^-«^5aagP256 {±, g^il 0©Bt^-«^5ftag|5l 0 8tM©a^*fit 

X. o 

[ 0 0 3 4 ] 

*>*i5$tQ.g©#jii ; &js-fo 

[ 0 0 3 5 ] 

0, 1 d« /Sxy-KSrAftfi. (S 1 0) „ coAfcSflstefSC, MS® 

1 0 «D il m M IP SB 1 0 6 it , /\-K'7i7h-?y4'&flftBBi*Xtt, 3. - If I D . 10 
^77 - F%tA,/£EIE«lr-^^#«L > C*l*Bg#.«MS951 0 8 (c «fc K> 318$ 

mmv-'*2 o (D'Ammx-mmtL, mmmmv-'* z o iz&mr a (s 1 2) „ 

C©2Sa*aa-rSfcli>fc, a^a 1 Olcfct, =aM?8£-}$ 1 0(c«LTl»->"37M»t 
[ 0 0 3 6 ] 

C<DBffi«i«S^«5feIJ)!)!lI*-^Z 0 8, *©tt«-r-**a*tL, *©««»«: 

fr*n«BE*ffl*fliv'>T^»io3.--«fsiEji!ia*ff3. fit, coa-ifgatfisft 

€-a9a3«2 0 6fc«fc*)BEtt8t7C©a^ai 0 ©^Pwl® T*flg*§{t L , Bg^fbbfcU 
ifflffi««*dtri£«f*-**aa£-aiOK:#LTa«-rs (S20) „ 20 
[ 0 0 3 7 ] 

c©i«^<b£ft;teUIHffi««*Sfrfc-3fc«£«l0tt, ^ © If $g « T , Si^- 

ffiou 1 is^i^L, cn^rui 1 02©iit$^t5 (s i 4) „ cct, mm 

T €T , I^llOCUl 10 2 8, C(DXMLl2a?:»IRLTU IBffi^irict^o C 
OUIIIB, GUI (^77- 1 '^;l/-rL--9 t .-i'>^7x-x)g|5p a p?:ffll/>T«fig-r^ 
c 4: T % & . co«^> U I ■ ffi ic t± , 0!| A fcf . a - if - # ^ i6 a i8 L fc £• il a 5> a 7 % 

*s s n £ o 

[ 0 0 3 8 ] 30 

& *j x a - if ? i6 a 0 L fc » 91 v 7 a 7 © M © fc to © U I H ffi T* « , & jg 81 ->* 3 7 ft t 

ti€na--tfo« : F»**a-rs^5ft^^-r«***^-rsc ttf»aT*«, <e^© 

a - ffi'i 2 02 icM m s nr -s © t-, ~i - if w a as 2 0 2 , " c © j£ is a n ic$> 3 
s#a^3^oa-fs*ss«, a * © ^ a :/ # a - if a « * a -r s # 5 # s « * n 

tffJSTt?«. a a a ^ * a is -r * m fit 5^ 3 r © »c - o -e 1 3. - if a « * a -r 5 «> o 

a * » u 1 mmicM&&A,-vmxk-r z c tic «t 0 , a-ifcsLTftia^a^tfa-if 

a**H-r*fr5fr*ftl5-£Sti:jb<T»*3o a. - if « , c © S <fc 9 . ftlJU^a^ 40 

f? u v> a a . /N-K*>xTh-^v^^^^i oica«-r**i!©aa^'T»*So 

[ 0 0 3 9 ] 

U I 1 6 2tt, SipL/cU I liBKStSa-f OlJRiwfflOASSSJttttJS (S 

i 6) o c©M^jg^^{a©A^ic<kt>, a-if^iifTLfcv>aai?3^©rt^^#^* 

tl§„ a a 1 0 ti , C © U I 1 0 2A>6OAArtS*E«!lfti*tf-**ttl«L, 
coa^a?*-**!©^ • «^MagBl 0 8CJ:!)H)liait-M2 0©^BBaT?Bg^{b 

1. c©Hg^{bufcji^«7 f -*«:$tr2£ffi7 ? -^*aaifta-9--/ i «2 otcjtLTa&a-r 

£ (S 1 8) „ C©J§^#-r-*i±, I«-^37<Ort§?;SlL'ftt(DT'$5„ & a* a fc 

a , s?a:/;fcaaLTaasft5if-e:*©fflHrt«#8aiS;*ttTt<>s. paa«. mjzs-r 50 
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[ 0 0 4 0 ] 

5 fc , * ^ « » T? tt , m.&m l OCX + ttfr^ aSl^a^'OJIiaj***:***^* 

T-Bg#<kLfc±T-, mm mm-*- /< 2 otsuKits. 

[ 0 0 4 1 ] 

z *y u-mm&2 o 4 icmLxmm>? b 7<Dnfi*ffli&-t % ( s 2 2 ) „ 

[ 0 0 4 2 ] 

6 *5 . B 3 © 0!l tt , :x — tfffl©UIHffi©1**tf«»fflS-fr — /<!2 0fr&«^«l0««: — 
fiti«an5i*T?*ofti<, C © ft fc> r> lc . £ £- ft 1 OfrSOXiJKlSCT, n - -9 s 
ffl <D # U IHB^ai6Wfi:a«ffia-»J--^2 0fr6ffi«£*i««j«-l?t>t>-53A,&V''. 

[ 0 0 4 3 ] 

^ic^oTx^-a^g^^if of ^©x^-jaa^nfT-rs, 

[ 0 0 4 4 ] 20 

^m^f- ^ 3 0 OOf-ifijtO-M§it0tS8. 
[ 0 0 4 5 ] 

commit, m^m?*- 2 3 0 0 t,±, *-exs«if-^o£i 3 0 2 4:, ? nsst- 

A H ?T f « m ffi 3 7 3 0 4 , 3 0 6fr5iSSft8. 7"(OSI 3 0 4 

. 3 0 6 1^ ftl6S*ffi^3 7<DlltTMRJiHcj£DfcJl«#T?Ba^J£ti5o 
[ 0 0 4 6 ] 

»-lTxa«*-;<Ogi 3 0 2 tt , lI->*3 7?:Sfi)ct4«#fiiy 3 

[ 0 0 4 7 ] 30 

#te^37<D^t 3 0 4, 3 0 6tt, ^ tv 3 7"Ort§^i if - ^ 9 

, 5? a ^^r*fT-r 5 U--^ot-^!B J «», =t <D V - fc *f L IS * {4 v> - a 

T 2>rc&b<D *y_y h * (jr 4 j5 -9- - ^ t ^ v >y f * as 56 f s c. t t* ma a y 

n"sl 7s £PF<o ?• v V f Tc v&~s sa i>r5"y - £ z & § ^ f* la a 

^ — ^ ic « , #!l t£ , f CO y y -y F © M a *f * T? 35 5 7 r -< ;KD « fft ^ , * © ^ V y F <D 
[ 0 0 4 8 ] 

cti6^7^-?©n> SlIJtlil077^;VSJ:, 5!iaiKS3t«cD7r-r;U^t±, 

ocffl^5<: i:^TS§„ & * * fit 5; a 7 a (Offil^lif 07 r -f A- £ fc^ 

C 7 r ;b «, , f <o t£ *c Jl R "T £ m {ft ~>* 3 7B0ffiiStit07 7^;l/*K:SSLT 
*5 It tf . *IS[i;3 7'B*«*tiJ?3 7*AOfilI*lC»l / T»I4fT3 i3Kjai7n-4 

31 /£ ~C C*" -So 

[ 0 0 4 9 ] 
[ 0 0 5 0 ] 



(11) 
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[ 0 0 5 1 ] 

ft *J . I8U!il*-^20!!p6a^«l 0 fic M -f £, U I B ® © x - * tc *f L , 3. - -*f 
aS?Rrfl6*5t*^3r©3t*-r-*0^>^l/-h*di6T43tttf» # « 1 0 fit * © x 

y^u-KcWLt, :x-if#AaLfc«««ja><5*-**K3£-r*ci:-e» jit ^ » ^ 

— * 3 0 OSffStSCktfftS. 
[ 0 0 5 2 ] 

C<0i94->XfAtt5^T, ffiSI©a-9--/^2 0{i, ^ $ A 1 0fr6A*J*nfca» 
filOifxtKa^T, **-^A2 2, B24, CZB^I&lA 1 O, B 1 2tSL 

[ 0 0 5 3 ] 

COv'^fAtfc^T, ilflgi&a-tr-^Ofii, &-9--^ J £>}fi-&}ific£i{f-r3m^;»©Bg 
#fbfcffia»*:fc»0BS#{bfc*ffl8«fcffl»*S«1ie*4B*S. 
[ 0 0 5 4 ] 

jb^»»4» &r*©i£fift©tf-/^*^«#a*T*ftttntfft5ft^©-e* *-©iMft 

^^e©^B8«TBg^{frSo c n fie *f L , llJJtJfli^f LtllJtgii^Ort 

0!l A fii\ ffla#*:£«©lii«©»**Lfc?>. Btt*ftsjSLfc»). 
1$ fiij W 7J L ft 9 ^ I> £ 5 ft S'* a 7 © || ?f T £ ^ - ^ fii . ffilW^5tOrt§?;SSD5^g^ 20 

tc « -r s 3 :/ ft if £ n ft -r s -tJ- - ^ t± , ; £©$aa*fii:3:»©rt:gjb' 5 #fre>ft< ttjs 
a # t? € , ffigttfcA^fltR&^ffcSttfcss-efcraHtf*^,, * <r t* . * as » « 88 t? a , 

IS fit £ c £ T- , »JAlf«ia»*A«*^«^0-9--/<^^iE|iJffl*nSRr8gtt^*S» 

*ia***:fc*tt, fij^.{f, -;i/ss«-ein«-r -s « t± <o * - ^ © as © $t k 
sssnft Aoi^iit, x-^^-xic^^-ri.*^}*. »** u ft x » © mi js w «r * # 30 

*«A©^B88llf«}#{b-rtitfJ:v 0 ^-;HD^^ J f, ^^©raffWRTftfii^ a -if 

<t v „ 

[ 0 0 5 5 ] 

CCT'ii, Jgjj*«i:4aa*f*X«©fflBUBg^{b*flltf, JSlOft«ft©U--AT*Oil!iI*t 
ft » -& , *OXitffflltt«JfeO*-/<1?tf fkJnftfctta-ifoiiSWjttiTLt 

attftjfcjcass J&awfc***, ^ottffift^ttM^sft^^ig^fb-r* fc^STSrffi 40 
tttaT*5. c © «fc -5 tc -T ft fif . a - -y © § £ ft ^ ft tt flg T- 4g i£ t» * 3 . IftMIt 

v>it-^-^«^-«©^ESU*^^LftU7.hftif??«tv>o 
[ 0 0 5 6 ] 

£ ft , c © «}; 3 ft IB Hg {b © M © ffe fie , »jj*#fc«ia**fc:S:»fc*0-fc*i:ii>»«:LT 

^^«SO*Ma>!>f^35:S©i3im5 1 n©-tl--^^©^P f f1g|T'Bi^{b-r^il i: fic ft £ o 0» * tf . 

© -*t - t* & t) , Jai»tsi«tf^iEMISh«c t««8!lSha^*$ftHlctt, c© 50 
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<fc O IC $ £ tb T Hg *f it L ft 7? 3* «fc V o 
[ 0 0 5 7 ] 

g5*#ILT, ^-a-^A 1 0 3!p63i*^3 ^"<0»jS« (Sff ChtWMt 

¥ mi * m m t & o 

[ 0 0 5 8 ] 

#{i->*3^CD}t^^^t)mi- (S3 0) o * fc , *"<DfitS©fEai£<$?#TLT. * © J£ ffi V 
£ (S 3 2) , fit, fttf, li^aroi^tOBati^*, 10 

ft L (S4 0) > flc^Jfe^-z^iMffrS (S4 2) . 

[ 0 0 5 9 ] 

CO«!Sife-9--/^K33lflfrsfli^«0'r-^«J6ffa*H6K:^ , r. COlllf s7**lO 
m^»4 0 0 a , lli'"3 7'iftOUt 3 0 0 lC43^5aiS*fi[^3^O^«tcSt5^ 

ft $ £ n , K^ifcw«tift«i^yy k*4 o 2^, *-©*yvF©iaa><7* — *4 

0 4 # O „ £ fc , S^t4 0 OKtt, aKl»»l*-^2 0O7 KUXf« ( &. t>\ 
*BtlSi;T, S> 3 :/£^T MEUW «) m&iS 3 7 -t& UK 

«* 4 0 6 kLTttipSh*. tt«ifeo««t±» iaajsiof-?^, c©is«jfc*«4 
oefc^^nsje^fetciRi^oTjUi-rso as $t © -9- — — ^2 ocis 20 

n s 3 *s * « , li^sffi'^a^oift, ^RaKoxf-^^ifisijocttsh 

^tejfrsffiateSteSE^L. *#ttuiiitfocR*i»a«4Ho»ffii;3 7*t»t4 

[ 0 0 6 0 ] 

S^^ftL (S4 4) , CO*ffllO»fi[i>3 7'!lC9oT^5/P5*%fiJSlt (S4 6 
) . S^T^tltfXf77*S3 0EM5. 
[ 0 0 61] 30 

< *^*-^T**fr5fr*WWaip1»«*#ilBbTW8!l"r* ( S 3 
4) „ ^O^*, «*5tO*-/<3B«, »I#liXtt«***ft < fc V - T * ft tf , 

(6 aaa"** ft "x * <o u-- ^ t? 11 fr r * # ; y 3 7"tc*f afti if t §i ?nfeft 
if & b <o & m m r- m 4§ ft r & ( s 3 6 ) . mz.if, * <o — # 3 ^ 3 7 # , * ? ^ 

- ;i/ ffl s> 3 r ? 36 ft . ISSya^Sg^Kf ?^-;i/0^5fe!i)'agJ*iTv^o-e, 
«*flsjSLTttSfttfw<<D&|»«-ei**t{"l:l, (S4 0) , Rg^{tLfc$!ia:ttfl2:»i:« 

k: &m9cv-'iicmm? s (s 4 2) „ ?it, tt«$te-9--/<fr &*-©*aaiss*sfflL 

(S 4 4) , CO*»lOJHttj;3^<(«iS7T^5iPS*>*WgLT (S 4 6) , ^ T 40 
^nifXr'yT'S 3 0 Ic I § 0 
[ 0 0 6 2 ] 

3 8) o f it, «<s^*-/^K^fTSHar«ffla*aas6L.fcjs^«*f^«bTtt«5fe'9-- 

/^©^MSlTHt^fbL (S 4 0) , Bg^ffc L ftWMIiSt « K flc*B $fe - >Uc & fl f 
3 (S4 2) o ?l/T, tt*$te-*-><fr&*©8iai§»*§<lL (S4 4) , C © * $tt a 
0#fii/*3 7ft'Son^ili>Si!i^fl^LT (S4 6) , S-jT^nifXf 7 7"S 3 0 1c 

K 5 o 

[ 0 0 6 3 ] 50 
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« ) © m £ * ffi L < ft V -9" - tt , ^ CD -9- - M # *t # ft V> SI X s # ft L M 3 
W^X»=&SLOOfe. }g^»fc:o^T«^©9--^#«*§T't3fc©$:it-f©T", t <D 

[ 0 0 6 4 ] 

w ± k ui qs l fc m a « , mnmmv- * 2 o^^(Dts«g5fe-9--/uc®afen^j3is^tc. 

W # 46 fc . L A 1 L 4 A 1 ^ , C<OJ:3ft»i«* :3---9 ; tfji8l$Q.g-9--/<; 
2 OlcIi^a^OfgtSiSt^oWS^ff^, *©fflJ£*SSK:S"3*, i8 93 ft Bg ft 

Maoie^*a»^3^©m^«v L >7 B u-h{cffl*jxty73^t^jtiT-fe^o a « an a -9- 10 

- A 2 0 , CO»*«^>:/t'-h*UIHfl5'tt*R<!!>-»i:LTta-&«l 0 * 3 C 

£ T% m&m 1 0fr5a-ifligi;37*^A,«llliya7OlSSftfaR«h«ci:K: 

ft £ o 

[ 0 0 6 5 ] 

COi^ftfy^U- Hci-Jt^iStifclf tO-««H7K*t„ iltlli, XML 

TfESELfca»^3^»3%«o«**-rH'p'a5*. c © % ^ « » . r m & * - ->* s s m © 

2 TJfel^-v^co^^ittl L, ^^--^©iSncte^©^^^ — © # £ +r — 
C 2 6 2r 6 S ? - ;l/ T* i£ ft L . ra«te*4U#-h^eBOf-**-9--/^C 2 6fr6«f 

Slc^OUtf-r-^gp©-^— ££9--^B 2 4 © m /£ -r b U fc 20 

iSft "T -5 J ( 0 1 # S$ ) fel^ll^a 75/TLftt.<D1?$5„ 4fc, illiD-M2 0 
«^«*tf-^fr6S«LfcH&^{b^-*ttr^Te#©ttlB«T«#rSfc©fcL 
, B7 0E3SMtlia^j6i*jE3SLTWS;^. 
[ 0 0 6 6 ] 

C©Jt^«T?»4, If t-lfXi«D'-^iOSi 3 0 2 iC, r^-i/{fe>Lj 9" - If X # 
ff? t-^A 2 2 ("PageDevider")©URL, — ;l/g{I+r— tfXfcfrd 
•9" — C 2 6 ("Mai 1 Sender") ©URL, f* — * ^ — X^S^-9-lfX^rfT^ 
-9-MB24 (" Repos i tory") ©URL, tf^n^nffiai^tlTV^i.,, 
[ 0 0 6 7 ] 

*Ci^*A 1 0^?, ; ?-©^^«(C^^LT3S»5n ! a-9--/^2 OKiMd^txSS&Sttgi* 30 

ft ( x * -v > £ ft ) of«3 o 5tfBifi«n5. coffilKa, IIJtl3i:i077^;i' 

£ (" i npu t documen t=XXX" ) % (D t&mft MtJtW ft Sg§ft?nt 

V> S 5 ( " e n c r y p t = X X X " ) t , * Oi<Hk t ffl V> 6 nfe^M M © # 
% ^ T Iff $H ( " p" u b k e y 6 w n" e r = X X X " ) tff^Jtl 5~o ' C C T? fct }fi & A 
1 0 {± > X*+yJt?:lilJait-^2 0 (" F 1 owEng i ne" ) OS|ffl«TBI 

[ 0 0 6 8 ] 

'fbTtOllL, ^ - ^ £ fcf ?> L © # fit 3 7 © IB i£ 3 1 0, W^-^-^^mw^iu^a 
:/ © IB M 3 2 0, &D'T f -^^-XtS*fl©#{itv'*3^©iea;3 3 0 # JB K «t < . 
[ 0 0 6 9 ] 40 
- f£ £ L © f B jZE 3 1 OtCli, A7J LfcX + + y^t (" r epo r t. xdw" ) ^ 
% * -> a > © IB M 3 1 2tfiSnv ^ © t£ (C -9" - M A 2 2T'^-©X*-v;y;£ 

SA>6 5fea'<-y4itfit5*'?l/-i'3>«DSii3 1 4tf^Jtl5. & # © 13 a 3 1 4 

k t± , ^©^-^l- — ->3 v©fci6©A;ft:£»* s x^-\' t) -9 — a a 2 2 © & Pf8 ^ 

T* Hf ft "T S g © IB 3 1 4 2t, ^©^■^U-'>3V©aj^35:#T*$,?.$taH^-> ? ©7 
r-l';l/^^" frontpage, xdw" i C7 Jilllt-^ 2 0 OS 

p*u si t- ut ft s g © ib a 3 1 4 4t*'tsns. 

[ 0 0 7 0 ] 

*?p<-;i/^fi©fHai3 2 otc«, * -r * - /ne js ^ -r ^Xft^Hg^ft-f * * ^ u — -> 3 
© ib as 3 2 2 *< ^ 2?n * „ co^^u-->3>u, iiss$!ia9- — /S2 oA^fT-r^^--^ 50 
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lx — i/ a V T' 5 o 
[ 0 0 7 1 ] 

c ct*. Bg^ft^^u-s/gi/tfassMstf — ^2 oiciosUT^ns^taag^LTie 

j££*XT^.5<9(±, f otf (Ot?^-;HI?:ftIt5tel5fe©t-^c 2 6tf« SttS 
S>f^5:»^:^E-r^^E*f^©-9--^T*Si.fci6T'S'i., "T & ft ^ . I»11D"-A2 0 
« , £©+r-^#^B##i;fr<Dli$8£&oT^3<DT-. a-f ^I^iA 1 Of ©U I ^ 
5i»^3 7*ff« • g IS "T 3 , «B»*©-9--/<TOS?3^38«a»^ar»cfi»5iS 
ft S » ^ K 14 , ^<D^-/Uc#LTiM£7 r -*K#LTii81&JI+r-^2 0 # Bg ^ ft £ J6 

It * -JUmm^tOX', *©»fl£©A©£W«*©l»*{fc*»iKLTV'S. code, MZ. 

tftfass^a^ssat-sistex a » -r n tf * ^ . 

[ 0 0 7 2 ] 

CCDWgmtJr^U — ~>ay<Diaai3 2 2 (C«,$feai-^ — J? " frontpage, xdw 
" fi ± U ( " p e r s o n 1 " ) © & BB 81 T' , X * -V > 5t 3 " report, x d w " it 

mm (" pe r s on 2" ) ©&M*-?i«^{b-rsB«0BB»tf-&**iSo c<o^t, m=? 

* — J)/ & @ <D * ^ U — 5/ a V © IB i£ 3 2 4 # IB iiE 2 ft § c C©*^U-i' a > 3 2 4 © IB 20 
3$ fc: fi , $ f f (D*^l/--> a y^^-y^B 2 4 T'Rtini. i©it(Dfa» 3 2 4 1 tf^ 
£ *l 3 „ # lc , ±m ( " personl") Ot?^-/!'/ K l/XK}tI^- •>*" fro 
ntpage. xdw" ^Sft5iO)§i 3 2 4 2 i:, R ® ( " p e r s o n 2 " ) © 
«f ^-^7 KUXCX*t>5t" report, x d w" *Iit S BOfif> 3 2 4 
4 ^ 2 tl § „ * L T C © » K , C©&£;j-^U — S/a>©A*:*»©Bgr^ 
13 a 3 2 4 6 AH\f JjU 2f tl T V" 1 £ o 
[ 0 0 7 3 ] 

x — z — xmrnoimft 3 3 0 tc t± , -r-*^ — xts^^^L'-v'a ^©jg5£©fa£E3 3 

2 # 3: ft , C © IB JZE 3 3 2 K it , C©*^l/--> 3 y*^-^B 2 4 T* ft t> *l Z> Wt t ^ 
*'!l'-i'3y«AWt* 1 Xtt>il" report. x d w " T- <fe 5 g IB 5$ £ ft 30 

r v-« ^ o 

[ 0 0 7 4 ] 
[ 0 0 7 5 ] 

(1) I^IA 1 0 Z&m&my- 2 0 K , IiJ!ll-9--^2 OO^MTSl^ft? 
ft fc » 5* » 1 OOFtffllJtitf ( X * -V ^ * » ) 1 1 0F!:tfSI?ft5. 

[ 0 0 7 6 ] 

(2) — /*2 0tt» fti^isti o o Fsy^ist 1 1 oF^ae© 

So f LT, U--/< A 2 2 1CSLT r^^^-^tttnj ©M£flt^-rS*it^»£f1^-f 40 

Stl 0 2ASri5!ij|if§3i:tl 1 0 A £ +r — AA 2 2tiXitS. 
[ 0 0 7 7 ] 

(3) t-/U2 2li 1 Jg w * 1 0 2 ARO'ffllWtXf 1 1 OA^I^L, ^ © J§ ^ « 

K«^T«iai»*s:»<o^w^-s?««itHu, c n^asi«ia-9--/^ 2 0 ©^nastx-Ht^ 

ft L , *OW^<fcJg*05fe»^-S?l 1 2 F*l»ffll1r-M2 0C3S1-. 
[ 0 0 7 8 ] 

(4) , (5) S8SM-9--/S2 0(i, Bg ^ (t £ ft ft: ft P - ~>* 1 l 2 F^l^fS, 

IT, S flg i? 3 7 © li yjk m IC ft V Z> VK © ->* a 7 ( * - ;l/ SB {f ) £0 IS 3! IC fi£ -3 T , $fX* 50 
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h:asm , rsiioBg^ffc«nfc»^sio4CRc/iB#{i:*nfcft»'<-^i 1 2 x © t- 
t , mmfticmm? zwoivsmtz ntcmmm 1 o 6 c&t/Hg^ft^txfcx*-^;*:* 1 

\ 0 y <D^T £*t , f txf nt-/K 2 6tSft5„ Ctl^gW^oftt-AC 2 6 tt 
, m^9 I 0 4 C & 1 0 6 C^a§L, fit, COiSKffi? 
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